This paper represents a review of security vulnerabilities in a cluster storage system. In particular, we focus on identifying the different network level vulnerabilities including attack on the authentication, key exchange and data transfer protocol. We provide a brief description of the different functional entities and we investigate several technical issues including infrastructure and aspects related to the security of the existing system. This paper proposes a secure authentication technique for the network layer of DAS, SAN and NAS. We also bring unencrypted data communication under an encryption process. We implement the concept of shared key by using a one way chain algorithm for block transfer of data. We integrate a new protocol to maintain the level of security according to the data priority concept.
Introduction
A cluster file system is shared by being simultaneously mounted on multiple servers. There are several approaches to clustering, most of which do not employ a clustered file system. While many computer clusters don't use clustered file systems, unless servers are underpinned by a clustered file system the complexity of the underlying storage environment increases as servers are added [1] . Cluster storage systems have emerged as a high performance and costeffective storage infrastructure for large-scale real-time data-intensive applications. With the technological advances on processors, fast disk I/O interconnections as well as low-cost storage systems, clusters of commodity PCs have emerged as a primary and cost-effective infrastructure for large-scale and data intensive applications [1] . A large fraction of scientific and web-based applications are parallel and data-intensive since the same applications deal with a large amount of data transferred either between memory and storage systems or among nodes of a cluster via interconnection networks. More importantly, cluster storage systems are most suitable for data-intensive applications such as simulations [1] with long execution durations remote-sensing applications and biological sequence analysis running on high-performance computing platforms and assuring the effectiveness of national critical infrastructures [1] , since the applications need extensive computation coupled with access to diverse data repositories. The concept of cluster storage systems has been introduced in conjunction with different domains of applications like Internet data caches and video servers. Next-generation data grids are expected to utilise some clusters as data storage systems to support distributed data manipulation functionalities [1] . Cluster storage systems can provide scalable disk bandwidth by stripping and storing large files across a number of cluster nodes, reaching over 1 GB/sec aggregate bandwidth, 33 times faster than a single disk system capacity, by distributing large files across multiple nodes [1] .
Cluster systems may experience security threats both from inside and outside of the systems. Since cluster storage systems are built to execute a broad spectrum of unverified user-implemented data-intensive applications from an enormous number of different users, both applications and users may pose as security threats [1] . Malevolent users, i.e., hackers, in an attempt to compromise clusters can take advantage of the vulnerabilities of applications or may access systems to launch denial of service attacks. In addition, legitimate users may tamper with shared data or consume computation cycles excessively to disrupt services available to other cluster users [1, 2] .
Many existing clusters do not utilize any security mechanism to counter the security threats, worsening the security status of storage systems [1] . Therefore, it has become mandatory to deploy security services to protect security-critical applications executed on clusters. The most common security threats in cluster computing environments are snooping, alteration, and spoofing. Snooping, i.e., an unauthorized interception of information can be countered by confidentiality services. Alteration, i.e., an unauthorized change of information, can be countered by integrity services. Spoofing, i.e., an impersonation of one entity by another can be countered by authentication services [1, 3] .
In this paper, our main focus is to identify different vulnerabilities and remove threat on authentication; key generation and data integrity by introduce a secure authentication and encryption process. Both time stamping and random number based two ways authentication techniques are presented. We also proposed chain algorithm for block transfer of data and measure performance curve for number of iteration.
Computer cluster
Consist of loosely connected computer that work together so that in many respects they can be viewed as a single system. It is like multi processor systems but multiple systems working together [4] , usually sharing storage via a storage area network. Components of a cluster are usually connected to each other through fast local area networks. Each node (computer used as a server) running its own instance of an operating system. Computer clusters emerged as a result of convergence of a number of computing trends including the availability of low cost microprocessors, high speed networks and software for high performance distributed computing [4] .
Asymmetric clustering
A two-computer type of clustering in which one computer (said to be in hotstandby mode) serves solely as a backup to the active computer [5] .
Symmetric clustering
A type of clustering in which all computers in the cluster run applications simultaneously while also monitoring each other [5] . Clustered system.
Distributed file system
A distributed file system is any file system that allows access to files from multiple hosts sharing via a computer network. This makes it possible for multiple users on multiple machines to share files and storage resources [5] .
Network Attached Storage (NAS)
Allow computer data storage connected to a computer network providing data access to a heterogeneous group of clients. It enables centralized storage and files sharing and typically connected via gigabit Ethernet [5] .
Storage Area Network (SAN)
Is a dedicated network that provides access to consolidated, block level data storage. SANs are primarily used to make storage devices, such as disk arrays, tape libraries, and optical jukeboxes [6] . A SAN typically has its own network of storage devices that are generally not accessible through the local area network by other devices. A SAN does not provide file abstraction, only block-level operations. However, file systems built on top of SANs do provide file-level access, and are known as SAN file systems or shared disk file systems [6] . Network Attached Storage (NAS). 
Priority data service according to the level of security
Depends on data type the security level must be maintained. According to the security level need to define which data will be sent as a uni-cast or multicast way, which needs multiple key generation and authorization request. Security process is divided into several steps and each steps required different level of security services. For example the negotiation parameter and key generation technique require the highest priority security services. In that case, uni-cast is the better way which may not be possible for some other data type because of bandwidth or other complex computation. 
Security threats
Attacks on authentication can be described by the way which a network can be intruded and the privacy of the users be compromised. The secure access of network services is becoming an important issue in the present communication 
Possible solution
In this section we proposed two different types of authentication techniques by using hash function and time stamping model. Our first priority is to establish a secure channel between server and client. Then we can use hash chaining algorithm for sending keys and other data [8, 9] .
Authentication process by using hash algorithm
The steps are as follows: 1 Client has to requests for communication and sends out a string as a challenge to Sever. 2 Server also sends out a string as a challenge to Client. 3 Client calculates the message digest of the string by applying hash algorithm and sends the challenging string value and other security parameters to Server. 4 Server need to calculate the message digests for the corresponding string and sends to the Client. Only the legitimate Server and Client know the hash algorithm. But the evil Client is not able to produce correct value for the given string. Now both the Client and Server compare the corresponding message digest value. If it matches then further communication will continued [8] . Otherwise, the Communication will immediately be ceased. This is illustrated in figure 3.
Authentication process by using time stamp model
Time stamping (T.S) is the process of securely keeping track of the creation and modification time of a document. Here security means that once the document has been recorded, no one can be able to change it, provided that the time stamper's integrity is never compromised [8, 9] . The technique is based on hash functions and digital signature. First a hash is calculated from the data which is a sort of digital fingerprint of the original data: a string of bits that is different for each set of data. If the original data is changed, hash will also change. Anyone trusting the time stamper can then verify that the document had not been posed after the date that the times tamper vouches and also it can no longer be repudiated that the requester of the time stamp was in possession of the original data at the time given by the time stamp [8, 9] . Authentication process by using time stamping model.
Hash chaining algorithm
After the Authentication Technique a secure channel has been created. Now we can generate Keys for further communication [8] . We can use Hash Chaining Algorithm for secure Multicast service. This can be used for Block transfer of data securely. Data can be break into may block and then we can use chain algorithm to transfer them securely. Each block can be verified at the client end. This process is time consuming and so it's not feasible to apply for each type of data. In that case we need to follow the level of security.
In that process, the server has to generate a random number which represents the initial key K0. Then the other Ks are generated by applying a one way hash function to the previous Ks respectively. This is iterated n times. Block transfer of data by using hash chain.
This hash chain allows verifying each Key by applying the same one way function to the previous one. To achieve this chained authentication the last Key has to be distributed to each Client in a secure way as it is the only key in the chain which cannot be authenticated by another one. One possibility is to distribute Kn in the Key update command message which is a uni-cast message and encrypted by a Client related key. If a Client receives a new Key via a broadcasted Key update command message it can verify its integrity by applying the one way hash function to it. If the authentication is positive, the current K can be overwritten and the received one is established. If the authentication fails, the MS discards the message and requests a new K. 
